Seminar on "Risk and Liability exposuses of I.T. Industry and E- business" at Dubai Internet city.

E-Risk

Queries clarified in the seminar on at

1.  What are the liability exposures for a company using the internet for any media or advertising activity?

  Some of the exposures are,

Claims for alleged defamation, slander, libel, etc. 

Claims for trade mark infringement 

Claims for copyright infringement 

Claims on rights of privacy violation 

2.  Are only companies transacting business on the net vulnerable to the above types of risks?

  The answer is No. Companies hosting a home page, banner advertising or even those only involved in sending and receiving e-mails have considerable exposure and are prone to disputes and legal action (as shown through real life case studies). Hence, any organisation or individual with access to the net has a potential exposure.

3.  Are traditional insurances enough to cover these exposures?

  No. Traditional insurances are inadequate in many areas to cover these types of exposures.

4.  Is a company in U.A.E. or Arabian Gulf open to such claims from overseas?

  Yes. in the internet age, a claimant can sue a company at the most suitable jurisdiction. This would mean a company in the U.A.E. can be sued (specially if it has overseas assets) in the USA, Australia or any other country.

5.  What are the damages generally awarded in such cases?

  This will depend on the claimant, the country where the suit is filed and the cause of action. It will also depend on the potential award the claimant or their lawyers think they can obtain in the court.

Cost of defending such legal action itself can be exorbitant. 

6.  What insurance protection can one get to cover against potential claims resulting from hacking?

  Cover can include :

Third Party Liability arising from security failure 

Asset protection - property losses including intangible properties 

Loss of income protection and e-business interruption 

Extortion cover (from hackers) 

Cost of crisis communication management. 

7.  What are the insurance protections available to Internet Service Providers, Browser Providers & Portal Providers?

  Apart from covers for the various liability and security risks highlighted earlier, the service providers can consider insurance for the following,

Protection for negligent acts, errors & omissions in the provisions of Internet Services. 

Protection for transmission of computer viruses 

Protection for unauthorized access and misuse. 

Protection for loss/ interruption of service. 

8.  What are the risk exposures of a software developer?

  Claims arising from Systems Analysis/ Software Design failure or programming errors. 

Claims arising from incorrect / inappropriate recommendations. 

Claims arising from inappropriate installation of the system and incomplete training resulting in corruption of data and /or interruption of business.  

9.  What insurance protection is available for such exposures?

Insurance is available:

For claims brought against the developers and all its employees for any alleged or actual breach of duty, neglect, error or omission. 

Legal defense cost to defend such claims. 

10.  What do you think are other important exposures /areas for Technology and Telecom Companies? 

  The challenge posed today arises from integration of media, communications and other related services.

Consequential Loss arising from Errors and Omissions of an organization (and its personnel) to meet such challenges are not even adequately mapped. The potential liability is enormous. 

11.  What protection is available to a Technology or Telecom company to meet this challenge?

  Specially tailored Errors and Omissions cover that includes Third Party `Loss of Use' as well as coverage for lawsuit backed by a conventional Directors and Officers Liability Insurance is now considered a must in all developed I.T Markets.

12.  What insurances are mandatory at Dubai Internet City (DIC)?

  Clause 10 (a) of DIC lease agreement requires the tenant to insure the premises and their own assets. Clause 10 (b) states the requirement for a Third Party Liability policy. Clause 10 (c) specifies that if the tenants or their agents are carrying on any work on the premises they have to take out Contractors All Risk / Workmen's Compensation insurance.

13.  What insurances do Gargash recommend on top of the mandatory covers?

  Apart from the types of insurances mentioned above, after analyzing individual risk exposures we would be able to recommend other covers which could include,

Business Interruption following material damage. 

Electronic Equipment 

Money Insurance 

Travel Insurance 

Group Life / Medical 

Critical Illness 

Export Credit 

Business Protection Plans/ Keyman Insurance  
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